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Abstract- In today’s world of multimedia applications, digital image security is of utmost importance. 

This paper proposes a two level image scrambling algorithm using Arnold transform with different 

number of iterations. Pixels are scrambled for each iteration in the conventional Arnold scrambling. Due 

to its periodic property, the original image can be retrieved by experimenting the inverse Arnold 

transform on the scrambled image. The main objective of this paper is to improve the complexity of 

malicious decryption by considering Arnold scrambling for pixels and blocks. In the first level, Arnold 

pixel scrambling is performed on the original image of size N × N, where the pixels are scrambled based 

on number of iterations. In the second level the scrambled image is divided in to 8×8 blocks for which 

Arnold scrambling is conducted block-wise. In the decryption process, inverse Arnold block scrambling 

is applied first for the scrambled image and Arnold pixel scrambling is conducted second. Decryption 

process needs to be carried out with proper order of scrambling and iterations. This order of scrambling 

and number of iterations increase the complexity of malicious decryption. Correlation coefficient, number 

of pixel change rate and unified average changing intensity are computed between the scrambled and 

original images for performance analysis. The proposed method is also analysed in each level for its 

robustness. 

Index Terms-Arnold scrambling, encryption, decryption, structural similarity index 

 

I. INTRODUCTION 

Due to recent advancement in imaging technologies and multimedia applications, a huge amount of 

multimedia content in the form of text, audio, image, video and computer generated contents are 

exchanged in various networks. These multimedia contents often exposed to malicious access, tampering, 

copyright and ownership issues. All these issues are dealt with the solutions in the form of watermarking 

[1, 2, 3], authentication and cryptography algorithms [4, 5]. High security should be provided for an 

image that contains confidential information. Subsequently, the confidential information will be hidden in 

the image in the form of secret authentication codes by using different algorithms [6]. In order to differ 

from conventional methods to hide data in the image, an algorithm can be developed using scrambling. 

Digital image scrambling transforms an image in such a way that an intruder can’t recognise the image as 

it is a disguised one. Image scrambling technology provides an algorithm which doesn’t involves any 

password or any authentication codes [7] but provides high security for the image that is being 

transmitted. The main purpose is to transmit the image through the public networks. After scrambling an 

image, the scrambled image will be disorganised, so an intruder can’t decipher it [7]. 

 

Image scrambling can be performed by using Arnold scrambling algorithm [8]. The special feature of 

Arnold scrambling is that it uses periodicity concept [7]. According to Arnold scrambling, the original 

image can be recovered after a certain number of iterations based on the size of the image. But the 

number of iterations will be different for different size of the images and the number of cycles does not 

follow any order. Currently, Arnold scrambling is applied to pixels only but it can be extended to blocks 
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of the image also. If the scrambling is performed on both pixels and blocks the robustness and security of 

the image can be improved. Arnold scrambling for pixels can be applied to any image of any size. But to 

apply Arnold scrambling to an image which is divided into blocks, the image size should be of order 

M×M. If the size of the image is not M×M, it can be made M×M by adding zeros to the image which is 

called as padding. Arnold transform is widely used in image stenography, authentication, tamper 

detection, self-recovery and image cryptography algorithms. In all these cases, Arnold transform is used 

as a scrambling step in which the number of iterations is used as a key. Arnold transform for pixel 

scrambling is used in most of the applications and hence provides one key for the security. This paper 

proposes Arnold transform for pixel scrambling and block scrambling. The coordinates of the pixels are 

scrambled first which is followed by the coordinates of the blocks and thus providing two levels of 

security for scrambling. If the first level descrambling is successful, then only the second level 

descrambling can be carried out. This increases the complexity of malicious and unauthorized 

descrambling of images.  

This paper proposes a two level image scrambling to increase the robustness of Arnold transform. First, 

the plain image is divided into blocks and each block is assigned a coordinate. The block coordinates can 

be transformed through Arnold scrambling. Hence, each block of the image will get a new coordinate and 

gets scrambled. Once the blocks are scrambled and arranged as an image, pixel scrambling can be carried 

out to scramble all the pixels in the image. This two level can also be implemented by doing pixel 

scrambling first which is followed by block scrambling. This paper analyses the two methods and the 

performance is analysed by Correlation coefficient (CC), number of pixel change rate (NPCR) and 

unified average changing intensity (UACI).  

  

This paper is organized as follows. Section 2 deals with conventional and the proposed two level Arnold 

pixel scrambling which is followed by experimental results and analysis in section 3. Conclusion is given 

in section 4.  

II.  ARNOLD TRANSFORM  

Arnold scrambling transforms the position of a pixel from (x, y) to a new position (s, t) [7]. The position 

of pixels changes from one point to another [7,9,10 & 11] based on the equation (1)  

 

                                    [
𝑠
𝑡

] = [
1 1
1 2

] [
𝑥
𝑦](mod 1)                                             (1) 

 

In order to apply the transformation to a digital image the term mod 1 can be replaced by mod N where N 

is the size of the digital image [12]. 

 

                                    [
𝑠
𝑡

] = [
1 1
1 2

] [
𝑥
𝑦] (mod N)                                             (2) 

 

The transformation matrix of Arnold scrambling is a mod2 transformation matrix which is given by A. (x, 

y) T is the input and (s, t) T is the output. Considering the feedback and iterative process, the equation (2) 

can be written as follows 

  

                                                     𝑃𝑥𝑦
𝑛+1 = 𝐴 𝑃𝑥𝑦

𝑛  (mod N)                                               (3) 

                                                                𝑃𝑥𝑦
𝑛 = (𝑥, 𝑦)𝑇 

 

Where n specifies the number of iterations i.e., n=0, 1, 2, … After applying scrambling to an image, the 

scrambled image will be different from the original image. Apart from being simple and easy, Arnold 

scrambling has the advantage of periodicity. 

 Inverse Arnold transform [10] can be given by  

 

                            [
𝑥
𝑦] =  [

2 −1
−1 1

] [
𝑠
𝑡

] (𝑚𝑜𝑑 𝑁)                                              (4) 
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III. TWO LEVEL ARNOLD SCRAMBLING 

This paper proposes a two level image scrambling to increase the robustness of Arnold transform. First, 

the plain image is divided into blocks and each block is assigned a coordinate. The block coordinates can 

be transformed through Arnold scrambling. Hence, each block of the image will get a new coordinate and 

gets scrambled. Once the blocks are scrambled and arranged as an image, pixel scrambling can be carried 

out to scramble all the pixels in the image. This two level algorithm can also be implemented by doing 

pixel scrambling first which is followed by block scrambling. 

A. Block Scrambling 

In block scrambling, image is divided into M×M blocks and each block is assigned a coordinate {m,n} 

according to their spatial orientation. For an image of size 512×512, image can be divided into 64×64 

blocks. Hence, there are spatial coordinates in the set of {(1,1), (1,2),…,(1,8),…,(8,1),(8,2),…,(8,8)}. 

Arnold scrambling is applied to the coordinates of blocks and hence each coordinate is assigned a new 

coordinate as given by equation (2). This paper proposes a block scrambling method for the blocks with 

same spatial resolution. This is possible only when the input image I(x,y) is of spatial resolution 2
n
×2

n
; 

where n=1,2,3,…,N. Scrambling of blocks through Arnold transform is given as follows. 

 

[
{𝐵(𝑥𝑖)}

{𝐵(𝑦𝑖)}
] = [

1 1
1 2

] [
{𝐵(𝑥𝑖−1)}

{𝐵(𝑦𝑖−1)}
] (mod M)       (5) 

 

Where B(xi,yi) is the coordinate of the block of an image. M is number of rows or number of columns of 

all the blocks.   

B. Illustration of Arnold block scrambling 

 

 

                                                       

  

 

 

Fig. 1 Illustration of Arnold block scrambling 

First, the image is divided into blocks. For example, a 512 x 512 image is converted into blocks of size 

128 x 128. Then the image will be divided into 16 blocks as shown in Fig. When Arnold scrambling is 

applied to blocks then the positions of blocks will get shifted. Let us consider block6 whose original 

position is at (2, 2) but after scrambling the position of block6 is shifted to new position i.e., (4, 3) for one 

iteration. For further iterations the input will be the output of previous iteration.  
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C. Scrambling Process 

 

Fig. 2 Scrambling process 

In the scrambling process, the original image is scrambled in two levels as shown in Fig. 2. In the first 

level the image is subjected to pixel Arnold scrambling with a specific number of iterations. The 

information related to number of iterations of level1 will be in key1 (K1). The scrambled image is divided 

into 8 x 8 blocks. In the second level the divided image is subjected to block Arnold scrambling with 

other specified number of iterations. The information of number of iterations of second level scrambling 

will be in key2 (K2). The image obtained after the second level scrambling is the image that will be 

transmitted. 

 

D. Descrambling Process 

 

Fig. 3 Descrambling process 

Same as scrambling, the original image will be extracted in two levels as shown in Fig 3. The scrambled 

image is divided into blocks and inverse block Arnold scrambling is applied based on key2. In the second 

level, the obtained image after the inverse block Arnold scrambling will be subjected to pixel level 

inverse Arnold scrambling based on key1. The obtained image after the second level is the original image. 

E. Algorithm 

The scrambling and descrambling steps for pixel & block two level Arnold scrambling are stated below.   

Scrambling steps  

1. Arnold pixel scrambling with certain number of iterations (key1) as given in equation (1) is 

applied to the input image I(x,y) and denoted as Ip(x,y). 

2. Ip(x,y) is divided into blocks of size 64×64. 

3. Each block is arranged in a matrix format and assigned a spatial coordinate (m, n). 

4. Arnold scrambling with certain number of iterations (key2) is applied to the coordinates of the 

blocks and the blocks are rearranged with the new coordinate as an image.  

5. The final two level scrambled image I’(x,y) is obtained. 
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Descrambling steps 

1. I’(x,y) is divided into blocks as done in the scrambling 

2. Blocks with the coordinates are descrambled and all the blocks are arranged in an image format. 

3. Arnold descrambling is applied to the output image of block descrambling image to get the 

original image I(x,y). 

 

IV. EXPERIMENTAL RESULTS AND ANALYSIS 

The proposed two level pixel scrambling is carried out in two ways. In the first method, block level 

scrambling applied first which is followed by pixel level scrambling. In the second method, pixel 

scrambling is followed by block scrambling. Images with spatial resolution of 512×512 or 2n×2n; where 

n=4,5,6,7,8,… are considered for experiments and block separation is also carried out with the block size 

of 2m×2m; where m=4,5,6,7,8,… and m < n. Images with other spatial resolution can also be considered 

with proper padding to carry out block processing.  

 

A. Performance metrics 

Performance of the two level Arnold scrambling is analysed by the metrics such as CC, NPCR and UACI.  

 

Correlation Coefficient (CC): 

The correlation coefficient analyzes the relationship between two normally distributed random variables. 

It is evaluated through covariance and variance of the plain-scrambled images [13, 14]. The covariance 

between a plain image (Ip), and scrambled image (Is) is given by cov (Ip,Is) and variance is represented 

as σIp and σIs. The correlation coefficient is given by 

rxy =
|cov(Ip,Ie)|

√σIp  √σIe

          (5) 

NPCR 

  

NPCR [15] measures the different pixel numbers between the scrambled image and the plain image. 

NPCR % = ∑ ∑
P(i,j)

MN
N
j=1

M
i=1 × 100        (6) 

Where P(i,j)=0 if Ip(i,j)=Is(i,j) and P(i,j)=1 if Ip(i,j)≠Is(i,j) 

For this experiment, original image is scrambled by the proposed two level Arnold scrambling algorithm. 

The scrambled images are compared with the original image and NPCR value is evaluated. If NPCR is 

high that denotes good performance of the scrambling algorithm.  

 

UACI  

UACI [15] evaluates the average intensity difference between the plain and scrambled images. High 

UACI represents good performance of the scrambling algorithm. 

 

UACI % =
1

MN
[∑ ∑

IP(i,j)−Is(i,j)

255
N
j=1

M
i=1 ] × 100       (7) 
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B. Selection of Keys for two level scrambling 

Scrambling and descrambling of blocks and pixels of images are effectively carried out with key1 and 

key2. The keys are number of iterations for Arnold scrambling that is based on spatial resolution of the 

image and coordinates assigned to the blocks. For different spatial resolution, number of iterations are 

listed out in Table 1. Keys for two level scrambling can be selected according to the number of iterations. 

For descrambling, number of iterations is given by 

  

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 𝑓𝑜𝑟 𝑑𝑒𝑠𝑐𝑟𝑎𝑚𝑏𝑙𝑖𝑛𝑔
= {𝑚𝑎𝑥𝑖𝑚𝑢𝑚 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 𝑓𝑜𝑟 𝑡ℎ𝑒 𝑠𝑝𝑎𝑡𝑖𝑎𝑙 𝑟𝑒𝑠𝑜𝑙𝑢𝑡𝑖𝑜𝑛 (2𝑛 × 2𝑛)}

− 𝐾𝑒𝑦 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑 𝑓𝑜𝑟 𝑠𝑐𝑟𝑎𝑚𝑏𝑙𝑖𝑛𝑔 

Table 1. Number of iterations for different sizes of an image 

Size of Image Iterations 

4×4 3 

8×8 6 

16×16 12 

32×32 24 

64×64 48 

128×128 96 

256×256 192 

512×512 384 

 

C. Block-pixel scrambling 

This method is accomplished by block scrambling followed by pixel scrambling. The reverse is done for 

descrambling. Block separation is a trivial task in which the spatial resolution of the blocks can be 2
n
×2

n
. 

The spatial resolution of the blocks can be decided by the user and hence helps to improve the robustness 

of the method. Once the block separation is carried out with certain number of iterations (key1), all the 

blocks are arranged to get the block scrambled image. Arnold pixel scrambling is applied to this 

scrambled image with certain number of iteration (key2) to get the final scrambled image.  

 

    Table 2. Performance analysis of Block-pixel scrambling 

 Boat Barbara Baboon Airplane Zelda 

CC 

Block scrambling 0.957443 0.944454 0.743324 0.948021 0.976404 

Pixel Scrambling 0.21381 0.14124 0.09179 0.07031 0.11767 

NPCR 

Block scrambling 97.5399 97.826 97.81647 96.96465 97.74857 

Pixel Scrambling 99.02649 99.4606 99.28589 98.54507 99.29657 

UACI 

Block scrambling 19.6261 23.395 19.03114 18.91619 17.14758 

Pixel Scrambling 19.52677 24.6594 18.94954 18.31416 18.26919 

Descrambling is done with the reverse of the above mentioned steps and keys. Pixel descrambling with 

the certain number of iterations is applied to the scrambled image that delivers another scrambled image. 

From this scrambled image, one malicious user can guess some details about block scrambling that 

obstructs the robustness objective of this method. This is illustrated in Fig. 4. From Table 2, it is observed 

that block scrambling does not scramble the image completely. With the pixel scrambling step, robustness 

is improved. 



Alliance International Conference on Artificial Intelligence and Machine Learning (AICAAM), April2019         

 

335 
 

 

 

 

Original Image 

     
 

 

 

Block 

scrambling 

 
     

Pixel scrambling 

     

Pixel 

descrambling 

     
 

Block 

descrambling 

     
Fig. 4 Block-pixel scrambling plain and scrambled images 

D. Pixel-block scrambling 

This method deals with pixel scrambling followed by block scrambling with key1 and key2. 

Descrambling is done vice versa. In this method, block level descrambling should be carried out first with 

two factors, size of the blocks and number of iterations (key2). If both factors are correctly estimated then 

only the malicious user can do successful block level descrambling. Even after successful descrambling, 

the malicious user will get another scrambled image. Pixel level descrambling with correct key (key1) 

should be carried out to get back the original image. Compared to method1, the first descrambling step in 

this method does not reveal any information about the second descrambling step. This increases the 

robustness of this two level scrambling method. This is illustrated in Fig. 5. By analysing the descrambled 

images in Fig. 4 and Fig. 5, it can be observed that pixel scrambling followed by block scrambling 

provides more security to the plain images. From Table 3. It is revealed that the first pixel scrambling step 

itself, the plain image is scrambled. The scrambled image is again scrambled block wise. For malicious 

users, estimating the size of the blocks for descrambling is complex task. If this step is completed 

correctly, then only the pixel descrambling can be carried out to get the plain image.  

 

    Table 3. Performance analysis of pixel - Block scrambling 

 Boat Barbara Baboon Airplane Zelda 

CC 

Pixel Scrambling 0.13751 0.11479 0.047531 0.13927 0.04106 

Block scrambling 0.21431 0.1397 0.091503 0.07029 0.11699 
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NPCR 

Pixel Scrambling 99.05396 99.46938 99.3309 98.57788 99.31679 

Block scrambling 99.01886 99.43352 99.30725 98.53745 99.27635 

UACI 

Pixel Scrambling 19.56608 24.66429 18.9602 18.35283 18.30821 

Block scrambling 19.53834 24.67745 18.95002 18.32674 18.27697 

 

 

 

Original Image 

     
 

 

 

Pixel 

scrambling 

 
     

Block 

scrambling 

     

Block 

descrambling 

     

Pixel 

descrambling 

     
Fig. 5 Pixel-block scrambling plain and scrambled images 

V. CONCLUSION 

This work proposes a two level Arnold scrambling method which increases the security of scrambling 

technique. Conventional Arnold scrambling has one level of scrambling in which the original image can 

be obtained by applying descrambling iteratively. This paper introduces Arnold scrambling for pixels and 

blocks of the plain image. This pixel and block scrambling can be applied alternatively, but pixel 

scrambling followed by block scrambling delivers more robustness compared to block scrambling 

followed by pixel scrambling. This is substantiated by both subjective and objective analysis. 

Performance of this two level Arnold scrambling is also analysed by Correlation coefficient, number of 

pixel change rate and unified average changing intensity. This two level Arnold scrambling can be used 

an image scrambling step in image watermarking, image tamper detection & recovery and image 

authentication algorithms. 
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